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What is Readykey for Windows?

What is Readykey for Windows?

Readykey for Windows |s a PC-based access control administration system, using the
latest PC operating environment - Microsoft Windows.

Readykey for Windows is a completely modular system, and can be obtained in a large
number of different configurations to suit individual system requirements.

For example, this version of Readykey for Windows allows a system to be spilit into 128
‘divisions’, each with up to 128 "sites' (the next section of this document describas these
terms) - you simply specify when ordering Readykey for Windows the number of divisions
and sites required. In addition, the number of personnel in each division may be
increased from 10,000 to 18,000 by upgrading K2100/1100 door controller (described
later) and purchasing ancther Readykey for Windows software module, Additional
features such as Elevator (Lifty Control, Atlendance Reporting and Photo Identification
are also separate software modules.

The software Is also available in different versions, depending on the total number of
doors to be controlled - 16, 32, 64, 128, and Multi-Site (over 10,000) door versions are
available. Again, modules can be purchased at any time 1o allow the system 1o be easily
expanded.

Cince & system has been installed, new software modules can easily be added by
purchasing a ‘software controlled password’, which can be entered directly into the
software 1o ‘enable’ the new features.

Older Readykey Systems

Radionics Readykey users have used Personal Computers (PCs) to administer thedr
access control systems for some time. The first such system was the Readykey K000
system followed by the smaller scale KB000-AM. The KBOOD system required a computer
for administration, whareas the K2000-AM could be operated either directly from the door
controller, or from the compuler using an Interface Kil.

The first Readykey for Windows product provided an administration system for a system
controlling up to 32 doors and 4000 personnel, connected to the computer using the PC
Inerface Kit. This Is an equivalent of the KBODO-AM system with Office Administration Kit
but with doubde the maximum number of doors - 32,

The next Readykey for Windows development allowed a Single Site CNC (Central
Network Controller) to be used to control up to 128 doors and 10,000 personnel. This was
similar to the KEODD Single Site sysiem,

Most of the features of the KB000 Multi-site systern wera then added, with additional
facilities for up to 128 sites (including remote sites) and up to 20 administration PCs
(workstations) to be used.

Varsion 3.0 allows a Readykey for Windows system to be split into 128 ‘divisions', each
with up to 128 sites. The number of personnel in each division may now be increased to
18,000, and additional features such as Elevator (Lift) Control and Photo identification
have also been added.

All Readykey for Windows systems use the latest Readykey door contreliers - the K2100
and K1100 as master controllers. The K2100 door controller is & direct upgrade of the
previous K2000-AM and K2000-M 4-door controllers. All K2000 door controllers can be
upgraded on-site to a K2100 using a K2105 upgrade kit. The K1100 is simply a two door
version of the 2100, with all the additional features and benefits. Slave door controllers
may be of any type - K2100, K1100 or K2000-N.

KE6100 Readykey for Windows™ System Overview
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What is Readykey for Windows?

Another upgrade kit called a K2105-18K Is available which allows the memory capacity of
a ¥2100/¥1100 door controller to be increased if the number of personnel in a division
exceeds 10,000. This upgrade will expand the capacity to a total of 18,000 personnel, but
all door controllers on the sile will need to have the same capacity. A software module
will also need to be purchased (KB110-18K) 1o enable the feature within the Readykey
for Windows system.

KE100 Readykey for Windows™ Sysfem Overview
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About the Readykey for Windows documentation

About the Readykey for Windows documentation

This document describes the Readykey for Windows Access Control Administration
system. It should be read by any person considering using Readykey for Windows or
about to install the system. It is recommended that all users or potential users should
read most of this overview to gain a basic understanding of Readykey for Windows and
the components and ideas behind planning, designing and administering a successful
access control administration system using Readykey for Windows.

The following documents describe other aspects of the system:

K2100/K1100 Installation Manual
This document describas the installation of the K2100 and K1100 Door Controllers.
Also included are details of installing the PC Interface Kit, the K2015 Alarm
Module, the K2015A Alarm Event Manager and Readykey Readers.

Readykey Central Network Controller Installation Manual
This document is supplied with the Readykey Central Network Controller (CHNC)
which may be used as the master confroller on some Readykey for Windows
syslems.

Readykey for Windows Software Installation Manual
This describes the installation of the Readykey for Windows software for non-
networked PCs including preparation of the PC.

Readykey for Windows Programming Sheets
These are designed 1o assist with the programming of the Readykey for Windows -
they should be completed by the person responsible for designing the Readykey for
Windows system. Once completed, they will simplify the programming of the
information into Readykey for Windows.

Readykey for Windows System Configuration Manual
This describes the installation and programming of a Readykey for Windows
systam:

s The first section summarizes the installation process, giving a brief description
of each step.

» [nstallers new to Readykey for Windows will also need to refer to the second
section, which provides a delalled explanation of each siep.

On completion of reading this manual, the installation and programming of the
system should be complete 1o a stage where a key/card with access through all
doors on all sites has been achieved.

Readykey for Windows Multi-PC Installation Manual
This describes the configuration of PCs across a network to administer Readykey
for Windows including preparation of the PCs and installation of the software.

Readykey for Windows Alarm Graphics Datasheet,

Readykey for Windows ASCIl Transaction File Datasheet

Readykey for Windows Attendance Report Datasheet

Readykey for Windows Elevator Control Datasheet

Readykey for Windows DDE Output Datasheet

Readykey for Windows Photo-ID Datasheet
These documents describe the operation of the additional modules available. The
Alarm Graphics, ASCIl Transaction and DDE Output facilities are provided as
standard with all Readykey for Windows systems. Other software modules may be
purchased from Radionics at additional cost. You should read the appropriate
datasheet(s) for any modules you have purchased or intend to use.

Readykey for Windows On-Line Help

KE100 Readykey for Windows™ System Overview .
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About the Readykey for Windows documentation

One of the major features of Readykey for Windows is the On-Line Help facility. At
any point while operating Readykey for Windows you may ask for help, by clicking
a Help button or making a menu selection. The help provided will always be
relevant to the area you are working in and will also allow you to jump to other
subjecis, or topics that may be of interest.

A ot of the detail of this ovarview is included in the on-line Help. Topics can also
be printed if required.

Readykey for Windows User Instructions

This document describes in simple terms how 1o use Readykey for Windows on a
daily basis, and covers routine tasks such as adding and deleting keys, searching
transactions, efc.

About this Overview
This document is designed 1o be used in two ways:

As a pre-sales aid, to help you decide how Readykey for Windows can be used to the
best advantage to control access in your building or buildings.

As an introduction to a Readykey for Windows system for installers, 10 describe how
the software works and should be used.

Lise this list to determine which other parts of this overview will be of most use 1o you.

What is Readykey for Windows?

Describes the background to the development of Readykey's Windows based
administration system, and discusses what Readykey for Windows is all about,

System Design

This section allows you to see what can be achieved with Readykey for Windows, and will
help you decide how your own Readykey for Windows system will be constructed -
including what equipment will be required and how it will connect together. Topics
cowvered in this section include:

Sites

Each division will consist of one or more sites. This section explains what a site s,
and the different fypes of site and communication methods available,

Divisions

A Readykey for Windows system will consist of one or more divisions. Each
division may be regarded as an independent par of the system,

Masters

The PC or PCs on any Readykey for Windows sysiem communicate to the door
controllers through a master - this will either be a Readykey CNC or K2100/K1100
door controller,

Multi-PC Systems

This section explains how more than one PC may be used to administer a
Readykey for Windows system, and the equipment required to achieve this.

Equipment Overview

This section describes the equipment required for a Readykey for Windows system,
including PC Specifications, the Readykey Equipment and how to order the Readykey for
Windows software itself,

Setting Up Readykey for Windows

K100 Readykey for Windows™ Sysfem Overview
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About the Readykey for Windows documentation

This section will be of particular use to somebody about to configure a Readykey for
Windows system, The steps necessary lo prepare for administering a new sysiem are
detailed hans.

Using Readykey for Windows

The day-to-day use of Readykey for Windows is outlined here. It will give you some idea
of how the system works on a routing basis.

Multi-PC Systems

This section describes how more than one workstation can be used lo administer a single
Readykey for Windows system using a Local or Wide Area Network, and what is required
1o achieve this.

Security

Discusses prevention of unauthorized use of the system as well as ensuring the physical
securily of your dalabase.

Systemn Specification
Lisis the various features of the system.

Appendix A: Glossary
A list of terms used in this overview, and throughoul the Readykey for Windows system.

What to read next....

Upon completion of reading the relevant sections of this overview, you should use the
rest of the Readykey for Windows documentation in the order described below to enable
you to install and complete commissioning of the system:

1, The firsi step in installing any Readykey for Windows system is fo install the software
anlo the PC or PCs which will be used to administer the system.

If the Readykey for Windows syslem is going to be administerad from a single PC
only, then refer to the Readykey for Windows Soffware [nsfaflation Manual However,
if more than one PC is going o be used to administer a system, via a local or wide
area network, then you should refer instead to the Readykey for Windows Multl-PC
Installation Manual.

2. Once the software is successfully installed onto the PC(s), you can then siari fo
configure the system and connect the Readykey hardware (CNC, PC Interface Kits
and door confrollers). The Readykey for Windows System Configuration Manual will
help you to do this, describing each siep in detail.

3. On completion of reading the Readykey for Windows System Configuration Manual,
you will have tested all the system, and have added ID devices (keys/cards) with
access through all readers on the system.

4. The Readykey for Windows User [nsfrucfions describe routine tasks in administering a

Readykey for Windows system, including adding and deleting keys/cards, dealing with
alarms, etc.

5. The Readykey for Windows On-Line Help is a powerful facility that allows help to be
summoned at the press of the F1 key on the keyboard or the click of the mouse on the
'Help' buttons in Readykey for Windows itself, The help given will be specific o the
task you are performing at the current time. You can easily search for help on other
topics, and the help given on any topic can be printed if required.

6. A number of olher datasheels describe a number of special facilities and the optional
modules available in Readykey for Windows, These include Alarm Graphics, the
ASCI Transaction File, Alendance Reporl, Photo-ID and Elevaior Conirol,

KB100 Readykey for Windows™ System Overview
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System Design

System Design

This section is designed 1o help you decide which Readykey equipment and Readykey for
Windows software is required for your individual requirements.

Readykey for Windows s an extremely versatile system, with many possible
configurations, 1o enable it to meel a wide-range of installation requirements.

This means that there are a number of decisions that need to be made to ensure thal the
sysiem is designed and configured comectly. Many installations will, however, be
extremely simple in nature, controlling up to 128 doors in & single building from a single
PC. This section is (herefore divided into two areas - the first 1o help you design these
‘simple’ systems, the second for other systems, and explaining what can be achieved,
and how.

Whilst designing the Readykey for Windows system, you should attempt to complete the
Readykey for Windows Programming Sheefs as much as possible - this will then assist
with the final programming and commissioning of the system.

Simple Systems

MNote: These sysiems assume that all communications links between the PC, PC
Interface Kit or CNC and door confrollers can be hard-wired.

These systems assume a maximum of 10,000 personnel, or 18,000 if K2100/1100
controllers are upgraded (see Other Systems: Personnel, described latar).

These systems can be enhanced easily, by using the information in the nexi section. For
example, a 16 door system could be administered from two workstations by using the
information provided in the "Workstations' section.

1. Up to 32 doors

A PC Interface Kit (see Description of Components, described later) is used 10 connect
the Readykey for Windows administration PC 1o a 'master’ K2100/K1100 controller. Up Lo
7 additional "slave’ door controllers may be connecied to the master controller via the Six
Wire Bus. This type of configuration can use a total of 8 door controllers. The use of
K1100s (two door controllers) will reduce the total number of doors that can be achieved.

The maximum distance from the PC Interface Kit to the master door controller is 3000
feat/1km, using 4-core cable.

The Six Wire Bus (6-core cable) can be a maximum of 3000 feet/1km overall length, with
a maximum of 1500 feet/500m between any two door controllers on the bus.

The PC Interface Kit is supplied with a deskiop Readykey (proximity) reader. However, a
Wiegand Interface may be used in place of the dasktop reader dependent on the type of
D device being used for administration purposes.

MNote: If a high transaction rate (i.e, large number of keyholders using system at certain
times of day) is expected then the use of a CNC option is recommended for enhanced
performance.

2. Up to 128 doors

A Readykey Central Network Controller (CNC) is used to connecl the PC to a maximum
of 32 slave door controllers, via the Readykey Six Wire Bus. This type of configuration
can use a total of 32 door controllers. The use of K1100s (two door controliers) will
reduce the total number of doors that can be achieved.

The maximum total length of the Six Wire Bus is 3000 feet/1km, with a maximum of
1500 feet/S00m between any two devices on the bus (CNC and door controllers).

K100 Readykey for Windows™ Sysfemn Overview
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System Design_

Other Systems

This section describes the different stages Involved in designing a Readykey for Windows
system. Al the end of this process, you should know how the different paris of your

Readykey for Windows system will operate, and what Readykey equipment and software
you need to order,

Stage 1 - Personnel

The first factor to establish is how many keyholders are going to use the Readykey for
Windows system. Normally Readykey for Windows allows up 1o 10,000 personnel and
750 visitors on a system. However, this number can be affected in several ways:

« K2100, K1100 and K2000-M controllers can be upgraded 1o allow 18,000 persannel.
However, all door controllers in the division must be upgraded 1o achleve this
incraasa.

« Additional divisions can be used if the Readykey for Windows system is administering
access confrol &t @ number of different physical locations, and the keyholders for each
site are largely unique. If divisions are used, then the maximum number of keyholders
stated above for a sysiem become per division.

Stage 2 - Doors

The next siep is to establish how many readers are going to be used in the access control
system. Generally this will be the number of physical doors being controlled,

Howewer, some doors may be installed with two readers, one on each side, to control
access in both direclions through the door. In this case, the two readers will become two
‘doors’ in the Readykey for Windows system,

Readykey for Windows is sold in different versions dependent on the total number of
doors being controlled: 16, 32, 84, 128, and Multi-Site (over 10,000 doors).

Stage 3 - Sites

What is a ‘Site’?

A site is a set of one or mone door confrollers that share a common communications route
lo a master. Generally each site will be in a separate physical location, although, due 1o
certain system limits, it may be necessary 1o deviala from this.

This section allows you will determine how many sites will exist in your Readykey for
Windows systemn, and how each site will communicate to Readykey for Windows.

Communications Methods
Two methods of communication to sites are used in Readykey for Windows systems:

Six Wire Bus
The Six Wire Bus Is Readykey's own communications format, This uses 8 core
unscreaned signal cable, 22ga. to connact the CNC and/or door controllers.

The distance between any two items on the bus must not excead 1500 feet/S00m, and
the overall bus langth must not excesd 3000 feet'1km.

RS-222

RS-232 is a standard communications formal. Normally this has a limit of 30 feet/15m.
However, a variely of equipment (modems, fiber optics, line drivers etc.) may be usad {o
extend this distance.

K8100 Readykey for Windows™ System Cverview
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System Design

Types of Site

There are four basic types of site available, which are described here. However, one of
Ihe types has 8 number of different variations.

Note: Site type 4 below is only available when using a Readykey Multi-Site CNC. Sea
Readykey Equipment - Description of Components, |ater,

1. PC Interface Kit connected to K2100 or K1100 Master Controller

This type of site consists of a PC Interface Kit connected o a workstation (PC) on the
sysiem. A line driver (supplied with the PC Interface Kit) is plugged Into the master
controller, which in this case is a K2100 or K1100. A four wire cable connecis the
interface kit to the line driver.

Up to seven additional slave door controllers may be connecled to the master controller
using the Readykey Six Wire Bus. These door controllers can be of any type - K2100,
K1100 or K2000-M. This type of configuration can use a total of 8 door controllers. The
use of K1100s {two door controliers) will reduce the total number of doors that can be
achieved.

This site type supports @ maximum of 32 doors.

pc | |

*Deskiop Reader
“Cable suppied,
1.5mid 4a
K2108 {4 door)
ar K1100 (2 door)
*Interface Unit

(2108, K1108, ar K2000-M)
rrudy b connected via the Six Wire Bus.

* Thess components are supplisd with the PC Interfscs Kit

K&100 Readykey for Windows™ Sysfem Overview
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System Design_

2. K2100 or K1100 Master Controller directly connected to PC

This type of site is similar to the one above, except thal the line driver communications
from the PC Interface Kit to the K2100/K1100 is not used. Instead the master door
controfler is linked directly to the serial port of the PC using an RS-232 link. If the
distance from the PC to the master K2100 or K1100 is greater than 30 feet/15m, then this
may be exiended by the use of line drivers, microwave link, fiber oplics, elc.

This type of site would commaonly be used if an existing RS-232 communications link
were in place between the PC and the master door controller locations.

Again, this site lype supports a maximum of 32 doors.
Mote: Dial up modems cannot be used.

Note: This type of site does not provide a means of ID device administration - a PC
Interface Kit with a deskiop reader (Readykey Proximity, or Wiegand Interface with a
Wiegand reader) would therefore be required, unless olher sites which use a PC Interface
Kit or CNC communicate to the same PC.

K100 [4 docr)
or K110 {3 door)

e SOO0N (el
A further T deor controliers Y

FE100, K1100 ar KI000N
may ba sdded via the Six Wire Bus.

KE100 Readykey for Windows ™ System Overview
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System Design

1. Site using Six Wire Bus from a Central Network Controller

A Readykey Central Metwork Controller (CHC) s connecied to a workstation on the
system, ;

Lip to 32 slave door controllers are connecled fo the CHC using the Readykey Six Wire
Bus. These door controllers can be of any type - K2100, K1100, K2000-M. This type of
configuration can use a total of 32 door controllers. The use of K1100s (two door
controllers) will reduce the total number of doors that can be achieved.

Up to 128 doors are available on a site of this type.
PC running || .

Six Wire Bus Up e THrr 3000 fotal) B-core cable

* ltems supplied with the CNC.

Up to 32 Door Contrallers.
May be K2100, K1100,
or FKa000-N.

K5100 Readykey for Windows™ Sysfem Overview
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System Design_

4. Site using RS-232 to communicate to Readykey CNC

A Readykey CNC has three serial (RS-232) ports any or all of which can be used for
communications 1o a site using one or more of the four methods below. The diagram
below shows the general configuration for some of these types of site.

Up to 32 Slave Door Controllars,
K2100 (d-door) or K1100 (2-do0r)

Master Door Controdlar
K2100 (4-door) or K1100 (2-door)

Up te 7 Slave Door Controllers,
|1 K2100 (4-door) or K1100 (2-door)

T "

i il
Cos48 e
Up to & Slave MEC
n — K2100 {4-door]  Doot Control

B Modem or Line Driver, only required when link Is longer than 15mi45 ft

a, Direct RS5-232 Cluster

The link between the CNC and the door controller is hard-wired, possibly using line
drivers, fiber-optic or radio transceivers, elc. Further information on suitable
communication methods and equipment can be found in Readykey Central Network
Controler installation Manual,

If a K2100 or K1100 controller Is connecied to the remote end of the RS-232 link, then up
to an additional seven slave door controdlers may be connected to the K2100 or K1100
controller using the Readykey Six Wire Bus. These door controllers can be of any type -
K2100, K1100 or K2000-N. This type of configuration can use a total of B door controllers.
The use of K1100s (two door controllers) will reduce the total number of doors that can be
achieved,

This site lype supports a maximum of 32 doors.,

" KE100 Readykey for Windows™ System Owverview
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System Design

b. Direct RS-232 & Dataswitch
This is another special case of the 'Direct RS-232" site type. A dataswitch is used 1o
connect up to eight door contrallers at the remote site.

This type of site is commonly used on systems where the all door controllers on the site
are K2000-M, since this type of controller does nol support a local six wire bus connection
to additional deor controllers at the remote site as used in the ‘Direct RS-232 Cluster site
type. It may also be used when the distance fo the additional door controllers exceeds the
limits of the six wire bus (see Communications Methods). In this case line drivers may be
used from the dataswitch to the door controllers.

This site type supports 8 maximum of 32 doors.

¢. CNC & Dial Up Modem Cluster

This type of site is commaonly used when a door controller is at a remote location, and it i%
nol feasible, or economical, to install a wired link (elther Six Wire Bus or RS-232) to the
site.

If the door controller connected directly to the modem |s a K2100 or K1100 controlier, a
local six wire bus may be established. In this case, up to an additional seven slave door
controllers may be connecied fo the K2100 or K1100 controller using the Readykey six
wire bus. These door controllers can be of any type - K2100, K1100, K2000-N. This type
of configuration can use a tatal of 8 door controllers. The use of K1100s (two door
controllers) will reduce the total number of doors thal can be achieved. This site type
supports a maximum of 32 doors.

d. CNC & Dial Up Modem & Dataswitch
This type of site is another special case of the Dial Up Modem Cluster site lype.

Up to eight door controllers are connected to a modem, via elther a four or eight-way
dataswitch. The cable distances are only limited by the type of line drivers used.

The main disadvantage of this type of site is that the dialback facility (described later) of
the K2100 and K1100 controllers cannot be used. This type of configuration can use a
total of 8 door controllers. The use of K1100s (two door controllers) will reduca the total
number of doors that can be achieved.

This site fype suppors a maximum of 32 doors.
Dial-Up Sites - Operation

One modem Is connected to the CNC and another to a door controller at the remote site.
The telephone number of the modem at the remote site is specified to the Readykey for
Windows system. It is possible to specify either one or two occasions during a 24 hour
period at which the site will be automatically dialed by the CNC. Once communications
are established, any database changes (updates) for the site will be transmitted and any
events (ransactions) which have occurred al the site will be received by the CNC from
the door contraller.

Following any communications to the remote site, the time that the CNC will remain on

line is controlled by two factors:

« If no transactions or updates are sent for bwo minutes, then communications will
ceass,

« |f the maximum ‘Duration’ (configured in the Readykey for Windows software) is
exceeded, then communications will be terminated, regardiess of whether any
transactions or updates remain gutstanding.

K&100 Readykey for Windows™ Sysfem Overviaw
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System Design_

As well as the automatic twice daily dialing of the site, an operator may ‘Force Dial' the
site at any fime. This facility would be used If, for example, a key/card had been added
for a visilor to a site, and the visitor wished to use the key/card before the next scheduled
dialup tirme.

One modem at the CNC may communicate to different sites at different times of day.

An advantage of using a K2100 or K1100 controller connecied directly to the modem is
that transactions are reported lo the PG in order of priority. High priority transactions
{Unauthorized Access, Anli-Tamper elc.) are always transmitied back o the CNC and
Readykey for Windows software bafore mare routine transactions (e.g. Access
Authorized, Request to Exit, elc.).

Dial back

This is & special facility that may be used if the type of controller connected directly to the
modem is a K2100 or K1100. In the event of a high priority transaction occumring at the
remote site, the door controller can be programmed so that it initiates a communications
session to the CNG.

it should be noted, however, thal in this case ONLY THE HIGH PRIORITY
TRAMSACTIONS ARE REFORTED TO THE CHMC. Any low priority transactions will not
be sent until the nexd routine communications session, initiated by the CNC.,

It is a good Idea to have a dedicated modem connected to the CNC specifically for
handling dialbacks, so that dialbacks can take place without being affected by any routine
communications Sassion.

Site Design

Mow you are aware of the different types of site available, and how they may be used,
you need 1o consider how these will be used In your Readykey for Windows system:

L The first stage is to consider the 'logical' number of sites - this will be the number
of physical locations in which access conirol will be installed. For example, 8 company
may be installing Readykey for Windows to control access al their Head Office in Los
Angeles, and at regional offices In San Francisco and Chicago. In this case, the logical
number of sites would be three.

1. The next stage is to determine the communications method to each site - for the
example above assume that there Is a sultable fiber-optic link from the Head Office o
the Chicago office, but that the PSTN will be used to communicate to San Francisco.

lil. Thirdly, the number of doors 1o be controlled on each site need to be calculated.
Let us assume that for our example thera are 35 doors (o be controlled at each of the
San Francisco and Los Angeles offices, and 17 at the Chicago office.

. The fourth stage is to decide the site type for each site, based on the
communications method and number of doors.

In our example, the Los Angeles office will use the Six Wire Bus from a CNC, and the
Chicago office will be a 'Direct RS-232 Cluster'. However, the San Francisco office
presents us with a problem, as the number of doors 1o be controlled (25) exceeds the
number available for the ‘Dial-Up Modem Cluster site type (32). There are two
possible solutions to this problem:

A Divide the San Francisco office into two Dial-Up Modem Cluster ‘sites’ as far
as Readykey for Windows is concermed - one with 32 doors, the other with 3 doors
{or some other combination).

B. Install & second CHC and workstation at the San Francisco office, and use the
5lx wire bus to communicate 1o the door controllers on this site. This solution would
also require a Wide Area Network o be used/installed between Los Angeles and
San Francisco - this solution would therefore only normally be viable if such a link
already exisls.

KB100 Readykey for Windows™ System Overview a
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V. Additional sites may need o included in the tofal required 1o meet solutions such
as those in solution "A’ mentioned earfier.

Wi, Calculate the total number of sites on the whole system.

Wil Readykey for Windows is supplied with one site as standard unless the K&100-
MS or K&100-MS3 has been purchased. If a second site is required then this must be
ordered separately. Additional sites must then also be ordered separately. See the
section described later, Ordering the Readykey for Windows software for ardering
information,

Stage 4 - Door Controllers

Your access control system will consist of a number of door controllers. When a
keyholder uses their ID device with a reader, ihe code in the card is passed to the door
controller, which then decides whether access Is allowed at the current time.

K2100 door controllers generally control up 1o four readers, except the K1100 which
controls two.

The next stage in designing your Readykey for Windows system is to decide how many
door controllers are required on each of the sites.

Calculate the number of door controllers of each type to be used on each of the sites,
taking into consideration the number of doors to be centrolled on each site.

Using K2000-N Controllers

The K2100 and K1100 are Readykey's latest door controllers, and allow the full features
and benefits of Readykey for Windows to be used, However, the older K2000-
M controllers can be used under most circumstances.

Howewvar, the following should be noted:
= Relays are not programmable on the K2000-M controllers

« The number of time profiles and time periods per division is 128 when all the door
controllers in the division are K2100 or K1100. If any controllers in the division are
K.2000-Ms, then the number of time profiles and time periods will be limited to 32 of
each.

Note: The first door controlier connected either directly to the PC, via a PC
Interface Kit, or in any of the ‘non-dataswitch cluster' site types must be a K2100 or
Ki100.

18,000 Personnel

If the number of personnel In any division of a Readykey for Windows system is to
exceed 10,000, then:

« All door controllers in the division mus! have the larger memory capacily, avallable by
purchasing an upgrade kil from Radionics, (part number K2105-18K) for each
controller.

» The Readykey for Windows 18,000 personnel software module (K&110-18K) must also
have been purchased.

K6100 Readykey for Windows™ System Ovenview
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Stage 5 - Network Masters

This term Is used 1o describe a Readykey CNC or a K2100/K1100 which is connecled
either directly to a PC or via a PC Interface Kit. Sometimes this term is abbreviated to
‘Master’.

This should not be confused with a Supervisor key/card which may have been defined, or
& ‘Remote Master' which may exist on an RS-232 "clusier’ sile.

It is possible to have up to 20 masters on your sysiem, These can be all the same type or
of different types. All sites communicate to a PC on the system through & master.

This stage of the system design invelves deciding which sites are going 1o communicate
to each masier.

In our example, the Los Angeles and Chicago sites will communicate 1o 8 CNC master
installed at the Los Angeles office. If we use the second suggested solution 8" for the
San Francisco office, then a separale master (another CNC) will be installed at this site.

Stage 6 - Workstations

Any Readykey for Windows system may be administered from several workstations
(PCs) which are connecled via a Local Area Metwork (LAN).

One of the workstations has all the Readykey for Windows application and database files
installed, the others, which are to be used for system administration, have a smaller
number of files. ’

Transactions which occur on the system may be displayed at some or all of the
workstations.

Each workstation may have one or more masters connected to il. Alematively, even if a
workslation does not have a master connecled 1o it, a PC Interface Kit will normally be
installed 1o allow for administration at that workstation if ID devices need to be added at
i wiorkstation.

In our example, the company requires four workstations for administration of the access
control system:

Two of these will be located at the Los Angeles office, one In the personnel office for staff
ID device administration and the production of staff attendance reports, the second in &
24-hour manned security office for monitoring of the sites outside office hours, These two
workstations will be connected via a Local Area Metwork (LAN). The workstation in the
personnel office will have the CNC master connected to it. A PC Interface Kit is
connecied 1o the worksiation in the security office for acknowledgment of alarms and
administration of visitor keys/cards.,

A third workstation will be installed in the Chicago office, also with a PC Interface Kit
installed, for local key/cand administration.

Thie fourth waorkstation, in the San Francisco office will have the second CNC master
cannecied 1o L

The company's existing network link to the San Francisco and Chicago offices from Los
Angeles will be usad for inter-workstation communications.

It is important to realize that in this example all the system database will be siored on the
‘master workstation in the personnel office in Los Angeles, In order for changes to be
made from San Francisco or Chicago, then the network connection o Los Angeles must
be established.

Further information on multiple workstation systems and networks is contained in the
section "Multl-Workstation Systems' later in this overview.

KE100 Readykey for Windows™ Sysiem QOwverview
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Stage 7 - Divisions

Readers

A Readykey for Windows systern may be split into "divisions'. A division is a set of one or
more sites.

Each division will have its own personnel records, key'card and access information which
will be stored in the door controllers on the site. Personnel information may be copied
between divisions,

Most Readykey for Windows systems will only have one division. However, on large
systems It may be required to administer independent Readykey for Windows
installations from a central poinl

Using divisions can simplify the administration of Readykey for Windows systems with a
large number of sites and keyholders,

For our example, we could split the system into three divisions, one for each of the
offices. However, this would only be a sensible option if the majority of the keyholders
only work at one of the offices.

Some keyholders may exist in more than one division using a utility in the Personnel
application 1o copy keyholders between divisions. For example, senior management may
visil each of the branch offices from fime to time - they would have access and other
information stored in each division.

System Operators may be restricted to which divisions they can edil and view database
information. It is also possible to configure the system such that only transactions for
cerain divisions are displayed at each workstation.

Each site may be a part of one division only. Hence the number of divisions cannot
excesd the total number of sites.

Note: Even on & mulliple-division system all the information is still stored centrally.

Readykey for Windows is supplied with one division as standard. If a second division is
required then this must be ordered separately. Additional divisions (K8110-DV) must then
also be ordered separately, See the section described later, Ordering the Readykey for
Windows software for ordering information.

There are a variety of different Readykey readers, all usually mounted next to the door
and used to identify elecironic keys/cards. All readers may be up 1o 1 km/3000 ft from the
Door Coniraller,

Some examples of special 'readers’ are given next:

» Readykey K2001-P PIN Reader: in addilion fo reading keys/cards this reader also
requires a PIN number to be entered before granting access. The latest versions of
this reader allow the requirement for PIN entry to be restricted to cerlain times by a
time profile. For instance, during normal office hours a key/card only Is required,
outside hours a key/card plus PIN is needed. The PIN number is not programmable,
the number is contained within the electronic keyicand.

KE100 Readykey for Windows™ System Overview
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« Wiegand Interface: this special interface allows other manufacturer's identification
devices to be used with Readykey Door Controllers and administration systems. The
interface accepls the output from Wiegand 28 bit compatible devices, such as card
readers, hands-free readers, etc. and produces Readykey key/card codes. For
administration purposes the Readykey PC Interface Kit Is used and a Wiegand
Interface with a Wiegand reader is used in place of the desktop reader. If using a
CNC-based system, or any system which has mixed Readykey and Wiegand devices,
then an additional PC Interface Kit can be installed on a second serial port on the PC.

Mote; A second interface may reguire the addition of a second or third serial port 0
your PC.

Other Items - All Systems

+ Request to Exit: a swilch or push bution on the secure side of the door that allows
people 10 leave an area.

+ K2015A Alarm Event Manager: a device that may monitor up to 8 additional alarm
points. These may be fire doors, motion delectors, plant monitoring elc. Responses
may be made through 1 to 8 relays on the alarm module as well as an alarm being
reporied at the PC.

» K2050 Alarm/Access Integration Module: a device that is used on main entrances
into an alarm protected area which allows the alarm system to disarm when authorized
personnel enter the building. In addition, this module will restrict unauthorized
personnel from entering the building if they do not have the authorily 1o disarm the
alarm syslem,

« K2051 Access Prohibitor Module: a device used in conjunclion with the K2050
module to prohibit access through other doors on the system until the alarm system is
disarmed.

KE6100 Readykey for Windows™ System Overview .
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Equipment Overview

The previous section should have enabled you to create a plan of what your Readykey for
Windows sysiem will look like, and how the various components connect logether.

This section briefly describes the equipment used on a Readykey for Windows
administered access control system. For full details on installing Readykey equipmant
see the K2100/K 7100 Installation Manuai, the Readykey Central Network Controfier
instaliation Manuai, and the Readykey for Windows [nsfallafion Manuals.

Your Readykey for Windows system will consist of one or more sites.
The different types of site use differant aquipment:

+ A Readykey Central Network Controller, or CHC, can control communications to up to
a2 door controllers via the Readykey Sihx Wire Bus. This allows a maximum of 128
doors 1o be adminisiered.

+ A Readykey CNC can also communicate to sites via RS-232, Each site has a
maximum of 32 doors.

Mote: A single Readykey Multi-Site Network Controller is capable of communicating to
one Six Wire Bus site and 127 RE-232 sites. Of the 127 RS-232 sites, 32 may have
eight door controllers and 85 a single door controller.

« A PC Interface Kit directly connected to a workstation and a K2100 or K1100 door
controller, The K2100 or K1100 is the master. This configuration allows up to 32 doors
to be administerad using up to 8 door controllers.

« M is also possible to connect @ K2100 or K1100 master door controlier direcily to the
serial port of the worksiation, without using a PC Interface Kit. However, since this
does nol provide a means of key/card administration, this type of site may only be
used on systems where there is another means of administration - i.e. a PC Interface
Kit or CHC.

Configurations which combine any or all of the above are possible. When ordering your
Readykey for Windows system you will need to specify the base system desired which
will incorporate the number of doors required. The number of divisions, sites, and
personnel you intend fo use on your syslem can then be increased at a later date by
purchasing additional 'software modules and componants’.

Further information 1o help you correctly order your Readykey for Windows system Is in
the section described later, Ordering the Readykey for Windows Software,

PC Specification

Listed s a Recommended PC specification for non-networked PCs. However, when
buying a new PC, you should install a PC with a high enough specification to easily meat
current and future needs, particularly for systems controlling more than 32 doors.

Here are some pointers that will help you select the best system:

« The type and speed of the processor will determine the overall performance of the
system. The processor types, in order of power, are 3888X, 388DX, 4BB5X, 488DX,
48602, Pentium. The higher the spasd, measured in MHz, the better. Typical
speads are 16MHz, 20MHz, 25MHz, 33MHz, S0MHz, B6MHz.

»  Windows performs batter with more RAM, the minimum being 8 Mbytes, the more the
better. Make sure when purchasing a system that there is room for RAM expansion,
up to at least 16 or 32 Mbytes. It is better 1o spend money on increasing the memory
of a PC than to improve the procassing power,

« Usually the larger the hard disk the better its performance.

K&100 Raadykey for Windows™ Sysfermn Overview
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= A good quality color display should be used, preferably a "SuperVGA' menitor with a
resolution of B00x600 pixels (dois).

= Readykey for Windows requires a mouse, or other painting device, 1o be used.

« Most PCs are now supplied with MS-DOS and Windows, or Windows 85 already
installed.

In general, the more doors and personnel you will have on your system, the higher the
PC specification you should have. Factors that may affect the cheice of PC for your
Readykey for Windows system include:

= Number of personnel

» Total number of sites

#  MNumber of divisions

s ‘Whether the Photo-ID module is being used, or intended to be used in the future

= How 'busy’ the system is likely 1o be - this will depend largely on the number of
keyholders and doors, but there may be other factors - e.g. some times of day may
be busier than others, ele.

Radionics have carried out investigations to determine the PC-related factors which are
likely to affect performance of the Readykey for Windows system:

« PC Specification - for example 8 80MHz Pentium performed around 60% better at
‘dealing with transactions than a 486sx 33 MHz.

« Windows version - Windows for Workgroups 3.11 gave an enhanced performance
aver Windows 3.1 - remember that Windows for Workgroups may be used on
standalone PC systems, not just on those connected to a network.

Recommended Specification

This Is the PC specification thal Radionlcs recommend you use for a Readykey for
Windows systemn, o obtain a reasonable performance. If a PC of a lower specification
is used then the parformance of Readykey for Windows will be reduced.

i you have an existing PC of a lower specification, which you wish to use for your
Readykey for Windows system, then please contact Radionics Customer Service
for advice on suitability.

Processor: IBEM compatible Pentlum 75MHz

RAM: 8 Mbytes (preferably 16
Mbytes)

Hard Disk: 120 Mbytes

Floppy Disk:  3%" High Density

Display: Color SuperVGA (800x800)
Ports: 1 parallel, 2 serial

Mouse: *Windows supported
Printer: *Windows supported
MS-DOS: Version 5.0 or later
Windows: *yersion 3.11 or Windows 95

* Windows supported means any device that is compatible with Windows. When
Windows is installed you will be required to tell it what types of printer and mouse are
connected. If the particular make or model is not listed by Windows then the printer or
mouse will almast certainly be compatible with one of the standard types, e.g. Microsoft
Serial for the mouse; Epson, IBM or Hewlett Packard for printers,

KE100 Readykey for Windows™ System Overview
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! Windows Version: If you are intending 1o have more than one workstation on your
system, then all your workstations MUST be running Windows for Workgroups 3.11 or
Windows 95.

Readykey for Windows will operate on PCs running Windows 85, but not under
Windows NT, If Windows 85 is being used, then the PC should be installed with al least
16 Mbyles of RAM.

As mentioned earier, Windows for Workgroups 3,11 provides superior performance over
Windows 3.1.

Multiple PC Systems

All the workstations should meel the specification given above, In paricular, ALL the
workstations must have Windows for Workgroups 3.11 or Windows 95 installed.

The workstation which has the Readykey for Windows database and application files
stored on it (the Readykey Server) should be a high specification PC - further information
on PC Specifications for Multiple PC Readykey for Windows systems is included in
Readykey for Windows Multi-PC Installation Manual,

Printers

As staled above any Windows supported printer may be used. However you must use a
dol-matrix type printer for transaction printing as this gives an immediate report of
events, a laser printer will give one line per page! A laser printer is best suited for
producing reports on request, Overall, unless the best quality output is required, a good
quality dot-matrix printer is most suitable. A printer for transaction printing should be
exclusive to Readykey for Windows.

Ensure that a PC to Printer Cable is supplied for connecting the printer 1o the Flrl!lll
. Port of the PC.
Hard Disk Space

A number of factors will affect the amount of hard disk space required on a Readykey for
Windows workstation:

« Size of dalabase - the main factor to affect this will be the total number of personnel in
the system.

« MNumber of transactions required to be stored on the hard disk
- fhese are now described in more detail:

Database Size

All the information that forms par of the Readykey for Windows system is stored in a
database on the hand disk of a PC. The main factor that affects the size of the database
is the volume of keyholder information to be stored.

Readykey for Windows can support up to 18,000 keyholders in each of up to 128
divisions. As the number of keyholders in the system database expands, then so does the
amouni of disk space required.

If the Pholo-1D module is also being used to store pictures of keyholders, then the amount
of disk space required for each keyholder more than triples.

K&100 Readykey for Windows™ Sysfern Overview
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The table below illustrates the amount of disk space required for some typical datebase

&lzes:

Total Disk Space | Disk Space Required | Disk Space Required
Number of | Required {&ll Keyholders have | (50% of Keyholders
Personnel | (Mo Picture) | Picture) have Picture)

4000 15 Mb 54 Mb 35 Mb
8000 30 Mb 108 Mb £9 MD
10000 38 Mb 136 Mb BT Mb
18000 68 Mb 246 Mb 158 Mb

Note: The above values are per division.

It is Important that the number of keyholders, and whether the Photo-ID facllity is being
used is laken Into consideration when purchasing the PC.

Transaction Storage

Every event (transaction) that occurs on a Readykey for Windows system will be stored
on the hard disk of the PC which siores the system database.

All transactions are stored in files, which are usually 1.2 Mb in size, although this value
can be changed. The number of transactions stored in ¢ach file will vary between 18,000
and 40,000; dependent on how busy the system Is - more ransactions will be stored in a
file on & busier system.

When a transaclion file is full, Readykey for Windows will automatically create a new
One.

A number of completed transaction files are stored on the hard disk of the PC (usually
six), after which the oldest will be automatically deleted 1o conserve disk space.

Completed transaction files can and should be copled (‘archived’) to floppy disk, network
or tapa, to allow operators to perform & transaction search at a future date of past system
activity.

The more transaction files required to be stored on the hard disk of the PC, the more disk
space will be required.

Readykey Equipment

PC Interface Kits/CNCs

You will require one or more of the following, dependent an your indlvidual system
requirements. Refer o your system design:

+ Readykey Central Metwork Controller
= PC Interface Kit with Readykey Deskiop Reader
. PG_InI_url‘au Kit with \Wiegand Interface and Wiegand Reader

You may also need additional PC Interface Kits with a Wiegand Interface if you only have
CMC(s) on your system, but need 1o administer Wiegand ID devices,

KE100 Readykey for Windows™ System Overview
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Description of Components

This section describes the components of the access control system. Most operators will
not need to be aware of the actual equipment being used. However it is an advantage to
have an understanding of how your system s configured as this will aid troubleshooting in
the futura.

PC Interface Kit K&100-PC
The components of this kit are:

1. A 18.5VAC 25VA (D1625 transformer not included) transformer powered Interface
LUinit with connections for:

+ the Readykey deskiop reader or Readykey Wiegand Interface
+ the serial port of the PG with connecling cables
« a four wire connection to a K2100 or K1100 up to 1 km/3000 ft distance

2. A Readykey deskiop reader for key/card administration, operator log-in and
accepling alarms. Alternatively a Readykey Wiegand Interface and a compatible
Wiegand 26 bit reader may be used.

3. A Line Driver for installing at the K2100 or K1100 door controller connected to the
4 wire cable from the PC interface.

Central Network Controller K6100-CNC

The CNC comes complete with a power supply and all necessary cables for connaction to
the PC plus a built In reader for key/card administration, operator log-in and accepting
alarms. (A PC Interface Kit with a Wiegand Interface will be required if non-Readykey 1D
devices are being used.)

Up to 32 slave door controdlers can be connected to the CNC via the Readykey Slx Wire
Bus.

Additional master and/or slave door controllers may communicate to the CNC via the
three RS-232 serial ports. Typlcal communication methods Include line drivers, dial-up
modems, fiber optics, microwave, elc.

Note: Radionics previously made two versions of the CNC - Single Site (S5 CNC) and
Multi-Site (MS CNC). Although both versions physically had the 3 RS-232 ports, these
could only be used on the MS CNC. The S8 CNC and MS CNC can only be distinguished
by remaving the cover and examining the labels on the software EPROMs. The 55 CNC
has now been discontinued, bul existing 55 CNCs can be upgraded by purchasing a
KE005 CNC S5-MS Upgrade Kit.

Mote: Each MS CHNC will support the following:
« 1 Six Wiré Bus with 32 door controllers.

» 32 Sites with up 1o sight door controllers
{Sites can be any combination of: Direct RS-232 Cluster,
Direct RS-232 and Dataswitch,
Dial Up Modem Cluster,
Dial Up Modem and Dataswitch).

« 95 Sites with one door controller only (RS-232).
Hence, the maximum number of door controllers on a CNC is:
{1 x 32) + (32 x 8) + (85 x 1) = 382 door controllers = 1532 doors.

With & maximum of 20 CNCs on a single Readykey for Windows system, the total
maximum possible number of doors is over 10,000 doors,

KG6100 Readykey for Windows™ Sysfem Overview
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K2100 or K1100 Master Door Controller

A Master Door Conftroller is a K2100 or K1100 that communicates with Readykey for
Windows either directly or via a PC Interface Kit. There may also ‘remote masier door
controllers on RS-232 sites.

Any K2100 Master Door Controller controls 4 doors (2 doors on a K1100), but will also
suppon up to 7 Slave Door Controllers.

All K2000 Door Controllers may be upgraded to a K2100 by installing a K2105 Upgrade
K.

Slave Door Controllers

These slave door controllers may be a K2100 or K1100 operating in slave mode, or
K2000-Ms.

Slave door controliers are connected to @ master (either K2100/K1100 or CHC) by a six
wire connection up to 1 km/3000 fi of Six Wire Bus,

K2100 and K1100 controllers that are to be used as slaves may be ordered from
Radionics without the frond programming panel as either a K2100-LF or K1100-LF.
However, a front panel will be needed initially on all door controllers for initial door
controller configuration.

Readykey for Windows Software

As described earlier, Readykey for Windows is supplied in several versions and
configurations based on the total number of doors on the system that may be
administered, and which features are being used.

When purchasing Readykey for Windows you will receive a Security Block, sometimes
called a ‘dongle’, thal connects fo your PC's printer porl. This device is quite invisible 1o
the normal operation of the printer but is interrogated by Readykey for Windows 1o
determine the version and other modules you have purchased.

Note: Readykey for Windows will not communicate with Door Controllers without the

Security Block. However it can be operated in Demonstration Mode without the Security
Elock installed.

Additional Modules

A number of exira cost modules are available in Readykey for Windows, These are
described briefly hera:

Attendance Report

This facility allows calculation of the duration of a keyholders atlendance at a site to be
calculated based on the times of use of their ID device at designated readers.

18,000 Personnel

This module allows the number of personnel in each division (o be increased from 10,000
o 18,000, .

Mote: This module must be used In conjunction with K2100 and K1100 door controllers,
which have been upgraded using the 18,000 Personnel Upgrade Kit, part number K2105-
18K. All door controllers in the division must be upgraded - i.e. it is not possible 1o
have 18,000 personnel in some door controllers, and 10,000 in others.
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Elevator Control

Although called Elevator Control, this facility has a wide range of applications. It allows
different combinations of relay outputs on K2015A Alarm Event Managers 1o be activated
when a keyholder uses their D device at a designated reader, dependent on the access
rights af that keyholder.

One example of use of this feature would be a reader installed in a elevator. The outputs
from the Alarm Event Manager are connecied to the elevator electronics. When a
keyhaolder uses their ID device with that reader, then dependent on the access group
assigned to the ID device, the keyholder may be resiricled to which floors they can gain
AGCESS.

Photo ID

Note: This facility requires the installation of Loronix's Image Share || Data and Image
Management System.

This module allows a keyholder's photograph to be captured and stored with each
personnel record. ID cards can also be printed.

Special Features

There are aleo a number of special features in Readykey for Windows which may be
used, These are available on all Readykey for Windows systems - they do not need to be
purchased separately.

Alarm Graphics

This facility allows a graphic picture 1o be attached to door and alarm inputs, 5o that the
graphic will be displayed in the event of an alarm condition on that door or input being
received by the Readykey for Windows system.

ASCIl Transaction File

This provides a means whereby personnel authorized transactions may be stored in a
special file, the format of which is described in Readykey for Windows ASCII Transaction
File Datashesf.

The contents of the file may then be interrogated by other systems, such as Time and
Aftendance, eic,

DDE Output

This facility also provides a means of third-party systems inlerrogating Readykey for
Windows transactions.

However, in this case a Windows DDE (Dynamic Data Exchange) message is sent for
each transaction to any other Windows-based applications that requests them.

Readykey for Windows DDE Oufpuf Datasheet provides a detailed specification for those
wishing to use this Tacility.

Ordering the Readykey for Windows Software

The Readykey for Windows software is available In many different versions - the
following information needs to be available before ordering the Readykey for Windows
base sysiem software and hardware. The earlier sections of this overview should have
helped you to evaluate your requirerments:

1. Total Number of Doors on system
2. Number of Divisions on system (all systems supplied with one Divislon)
3. Total Number of Sites on system (all Multi-Site sysiems)
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4. Which, if any, additional software modules are required - the following can be
purchased:

» Attendance Raport Option (KB110-A)

+ Additional LAN Workstation Option (K6110-L)
« Additional Site Option (K6110-51)

+ Additional Division Option (K6110-DV)

= 18,000 Personnel Option (KE110-18K)

« Elevator Control Option (K6110-E)

« Photo ID Option (KE110-P)

Mast of the modules lisied above are programmed into the Readykey for Windows
dongle/security block, as described earlier, But some require additional hardware, i.e.:
18,000 personnel requires the K2105-18K Installed in the door controllers.

All Readykey for Windows software is identical In operation and features, regardiess of
the system purchased. The security block simply restricts what the system operators can
useview.

It is then possible to purchase extra modules from Radionics at a future date, When you
purchase new features, you will be issued with a password that can be entered into the
Readykey for Windows software to upgrade and re-program the dongle.

For example, your syslem may initially have one site, one division and 50 doors. At 8
future date you may decide to add the Attendance Report facility. Radionics will supply
you with a password 1o enable the Attendance Report facility.

Radionics Part Numbers and Ordering Information

Please refer o your Radionics Product Catalog and Readykey Price list for a
comprehensive list of all Radionics Readykey part numbers and pricing.
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Setting Up Readykey for Windows

Areas

In order to start operating a Readykey for Windows system, you will first of all need to
consider various aspects of the building or site you are about fo control. The following
items are listed in the order in which you should consider them,

If you plan lo have a system with more than one site, then each physical ‘site’ will need to
be considered individually in this way.

To help you understand the various aspects of the systemn a simple example site will be
used throughout the remainder of this overview.

Devel t Iimrl:ls I/
“:"n‘:l;ffm'" Test Lab g o
_ﬁ. i
| Stores Canteen
Development
ol -H—-é—’-ﬂ f-a—dl
! Side Corridor
Cust
S .
—_ .
Reception Sales
Accounts Er ( E‘m"
S

m Reader Front Door

O Requestto Exit

In this example you will notice that several doors have a reader on each side. This is lo
allow access 1o be controlled in both directions. For instance the door between Accounts
and Customer Service has a reader on each side, this is because the same door is an
entry door into bolh Accounts and Customer Service, Other doors have Request to Exit
(RTE) buttons that allow any person to leave the area.

Although the example given Is of a commercial building the principles can be just as
easily applied to an industrial or residential application.

An Area is part of 8 building or site 1o which access is controlled by one or more doors (or
other type of entry such as a bamier, tum-stile etc.). Any person with access 1o an area
will be allowed in through any door defined as an entry door into that area. When defining
doors on the system, every door must be assigned as an entry door info an area.

Consider the example above, there is a section called Customer Service with 3 possible
entry poinis all controlled by door readers; from Reception, from Development and from
Accounis, Any parson given access to the area called Customer Service will
automatically have access through all three doors.,
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If you have readers on doors thal leave the controlled area, for instance a reader that
allows people out through the front door , then you will need to define a special area
called, for example, 'Oulside’ or "Off-Site’. This is because when a person leaves the
building they will be entering an ‘area’ outside.

It is important to understand the importance of areas and o consider how your particular
building or buildings are to be divided Into areas. In a residential application the areas
may be entire blocks with access through ground floor doors or landings with access
through doors on each floor.

It is possible o have an area within an area, for instance in our example there is a Salas
Managers Office within the Sales area. The managers office will be defined as one area
with access through the single door, Sales will be another area with access through two
doors. This means that some people may have access to Sales only, whereas olhers will
have accass bolh 1o Sales and 1o the Sales Managers Office. Of course anyone given
access to the Sales Managers Office must have access to Sales in order 1o reach the
Office door.

Doors

A Door is an access paint controlled by a device, such as a Readykey Reader, that will
klentify a keycard holder. The access point may be a door, a turnstile, a vehicle barrier
etc. All doors control entry into an area.

It is important to realize that although the systermn uses the term ‘Door’, this really refers lo
a Readykey reader, If you have a reader on each side of a door then you need to define
two 'doors’. Each 'door’ (or reader) will control entry into an area. Consider the example:
there is 8 door between Development and Stores with a reader on each side. Anybody in
Siores will only be able 10 use that door if they have been allowed access to
Development, likewise anyone in Development will only be allowed through this door if
they are allowed into Stores. To achieve this control there needs 1o be two doors defined;
one will be "Stores into Development’ with Development as its Entry Area, the other door
will be ‘Development into Stores’ with Stores as its Entry Area.

Warning: A Reader Combiner (K2040) allows a single access point to be controlled
from two locations using a single reader channel. Narmally this would allow for pedesirian
and vehicle use, or two different heights for different vehicle types atc. it may also allow &
reader 1o be insialled lo each side of a door, bul appear as only a single door at the door
controller. In this case there is no indication of which reader has been used, therafore a
single door is, in effect, allowing access 1o two different areas with no indication of which
area. For this reason you are advised to use a Reader Combiner only when the readers
are on the same side of the access point.

Time Profiles
Time profiles are available lo provide lime control over several features of the system:

« Personnel and Visitors may be allowed access lo some areas only at certain times of
the day or on certain days of the week.

« Doors may be unlocked and locked automatically, for instance a public access door
may be unlocked during office hours.

* Alarm points may be active only at cerlain times.

« A relay on a Door Gontroller or Alarm Event Manager may be activated at specific
limes.

Up to 128 (see earfier note regarding using K2000-N controllers) time profiles may be
created each with up 1o 3 time periods. In addition, system holidays, covering times such
as Christmas, Easter, public holidays elc., may be defined that override the normal time
profiles.

Some examples may be:
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« Office staff are allowed in the building between B:30am and 5:30pm Monday to Friday,
and 8:30am to 1:00pm Saturday, bul not on Bank Holidays, Christmas and Easter.

« Cleaning staff are allowed access throughout a building between 4:30pm and 7:30pm
Monday to Friday.

= Night shift staff are allowed access between 8:00pm and 6:00am Monday to Friday.

= A public entrance door is required to unlock automatically at 9:00am and locked again
at 5:00pm, also it must be unlocked between 9:00am and 12:30pm Saturday moming.

+ An alarm point is 10 be active only outside normal working hours.

» A door controller or alarm module relay can be active for certain time periods, e.g. to
control oulside lighting,

If you have no intention of using time control on any feature then there is no need to
create any time profiles. Any feature that may be controlled by a time fealure will operale
24 hours a day, 7 days a week when no time profile is applied. This means that if a door
has no time profile assigned, then a valid key/card will ALWAYS be required to gain
access. If a person's access group has no time profile assigned, then they will be able to
use their key/card to gain access whenever they wish,

Access Groups

A person or visitor is given access within a building or site by allocating them an access
group. An access group consists of 2 lists of areas, each of which may have a time profile
allocated.

Using our example we may selup Access Groups such as:
Access Group: Development Engineers

Time Profile 1 Mone Tima Profila 2: Office Hours
Araa List 1: Area List 2:
Qutside Sales
Reception Accounts
Cantean Side Cormidor
Developrmeant Cusiomer Service
Access Group: Test Engineers
Time Profile 1: Mone Time Proflle 2: Office Hours
Area List 1: Area List 2:
Ciuiside Sales
Reception Accounts
Cantesn Side Cormidor
Development Customer Sarvice
Test Lab
Access Group: Development Management
Time Profila 1: Mone Tima Profile 2: Office Hours
Area List 1: Area List I:
Cutside Sales
Reception Accounis
Cantean Side Cormidor
Development Customear Service
Dev Managers Office Stores
Tesi Lab

These examples show that all three access groups have unlimited access to Receplion,
Canteen and Development as the Time Profile covering those areas is ‘None’. In addition
the Test Engineers can get lo the Tes! Lab 24 hours a day and the Management group
has unlimited access to the Managers Office and the Test Lab.
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Both groups are given limited access, during office hours, o Sales, Accounls and
Customer Service with the Development Management group also being allowed access
o Stores al these times.

Divisional Access Groups

These provide a method, on a multi-site Readykey for Windows syslem whereby a
person can be given access on more than one sile. An example where this might be
required would be with & senior manager or housing officer who may travel from one site
to another, yet only wish to camy a single key.

This is achieved by constructing an access group for each of the individual sites, and
then combining these into a DAG (Divisional Access Group) consisting of an access
group for each site. (Note: The assigned access group for some sites could be ‘None'.)

DAGs appear in the list of Access Groups in Personnel, Depariments and Workgroups.
Up to 128 DAGS per division may be defined.

Departments and Work Groups

In a large or complex system many different Access Groups, up to 128 per site, may be
created 1o allow for all the different, and possibly changing, access requiremants. In
addition, there may be 128 DAGs per division. When adding & new member of staff, or
changing the access of an existing staff member, then it would be very cumbersome o
be confronted with a very long list of Access Groups and DAGSs from which to choose.

To make it easier o allocate sccess groups o people, Departments and Work Groups
may be defined. Both these features can have a list of access groups and DAGS assigned
1o them. When adding a new person, by first selecting a Department and or Work Group
& much reduced list of possible access groups and DAGS will be presented.

In cur example we may have a Depariment called Technical’ this may cover all the
development staff, Customer Service staff etc. We may include all the Access Groups
shown above in this Department. We may then create a Work Group called Test Lab
Engineers' in which we inclede the Access Group called Test Enginears’.

Depariments and Work Groups make assigning access lo people much easier. In
addition, Departments can be used when reporing on past evenis.

Access Control

The advantage of setting up these structures becomes apparent when a new member of
staff Is appoinied, Say a new test engineer starls work and needs 1o be issued with a
waylcard.

1. First of all the keyholder's name s entered,
2. .. then a Department is selected, in this case Technical',

3. .. when a Work Group Is selected only the Work Groups that have been assigned 10
the Technical Departrment will be displayed. In this case we will select Test Lab
Enginears’. !

4. The list of possible access groups is now restricted to the recommended access
groups for a Test Lab Engineer. This may now be selected and the personnel recond
added 1o give the engineer the required access to the areas assigned.

By not selecting a Department or Work Group all Access Groups and DAGS will be
presented and & selection can be made. Even if you salect a Department and Work
Group for a person then you can still call up all the Access Groups and DAGs and
overmide the limited list.

Reporting
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When recalling past events it is possible to limit your report o the movements of
personnel who belong lo one or more particular departments. This is achieved by
selecting the department befare running the repor.

It may not be clear when looking at a simple example what are the advantages of
creating Departments and Work Groups. An operator of a much larger system with
hundreds, or even thousands of personnel will certainly benefit.

Personnel and Visitors

Access by personnel and visitors is controlled by allocating individuals an Access Group
or DAG (see above), Visitors are treated differently in that thelr keys will anly be valid for
a sel number of days, outside which they will be denied access.

Keys/cards are added 1o the system by presenting them to the deskiop reader or CNC.
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Using Readykey for Windows

Starting Up

Readykey for Windows |s started elther by an operator selecting the Readykey for
Windows icon from the Windows Program Manager or it may be configured to starl up
aulomatically when the PC is switched on.

. A o
Windows

Logging In
Whenever Readykey for Windows |s started the Login window will appear asking for a

name and password. If you present an operator key, the operator name will be filled in
and, if required, you must then type your password.

Every operator has a set of privileges defined that, once they have logged in, determine
what itemns they can use, or see, within the system,

It is important fo realize that at this stage Readykey for Windows is operaling in the
background. Before the Login box appeared a special application was started up called
the Readykey Engine. This sits in the background handling all the communications
batween the PC, the CNC and the door controllers, The Readykey Engine is running even
when no operator is logged in and therefore if an alarm event occurs a special
application, Alarm, also running in the background, will be initiated and report where and
whien the alarm event otourmed.

Transaction Display

Once Readykey for Windows has staried, an On-Line Transaction Display can be called
up, This will show evenls on the screen as they happen. You can scroll up and down tha
display to view up to 200 evenis. This window can be sel to be always on top of all other
Windows.

Continual Printing

The system will also print out some or all events on the printer, if connected. This will
also occur in the background even if other non-Readykey programs are running.

It is possible to define which avents will be printed as they happen. All events are stored
for fulure viewing whether they are printed or not,
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Applications

When you log in you will see another box with a certain number of icons representing all
the Applications thal your operator privilege allows you 1o use.

L DEFAULT oPrraTiER E

Briefly, these applications are:
Admin

When running Admin you will be presented with another set of icons, again you will only
see those you are allowed to use (see Operators, below). These represent various
aspects of system administration such as setting up Access Groups, Time Profiles,
Dperators etc,

Backup

This enables the operator to make a security copy of the system database. Also previous
gvents can be copied to backup disks.

Alarm

Wormally the Alarm application will be running permanently in the background and will not
normally appear here, When a transaction is received by Readykey for Windows, the
Alarm application looks at it and decides whether it is 1o be displayed, printed, generale
an alarm svent, etc.

If you have a multi-workstation Readykey for Windows system, then you may wish to only
have the Alarm application running on certain workstations, using other workstations
purely for key administration and/or reporting purposes.

Installer

Generally mast operators will not need to use this application as it is concerned with
eanfiguring the hardware of the system such as Divisions, Sites, Doors, Door Controllers,
Alarm Modules etc.

Lock/Unlock

The operator can manually lock or unlock any door from the workstation, overriding any
time profiles that may be active.

Personnel

This application allows you 1o add, change and delete personnel and visitors. This is
where you say ‘who can go where and when by assigning their access group’.

Status

This allows you to examine the stalus of individual doors, (open, closed etc.), alarm
points (isolated, active etc.), door controllers (communicating, tampered etc.) and
masters (on-line to sites, efc.).
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Transaction

Here you are able to recall and view or print previous events. Events can be selected on
the basis of time, type of event, persannel names, certain doors etc. You can also use
this application to find out which keyholders are or were in a certain area at a particular
time.

Operators

The Readykey for Windows system is administered by Operators. These are people who
are allocated a key/card that may be used to gain access to the Readykey for Windows
system. Access to the editing system is controlled by the operator's Password and also
by the operator Privilege assigned to the operalor. The operator privilege defines which
parts of the editing system an operator may have access to and also whether they can
make changes, or jusl view the information.

A key/card given to an operator is not specially manufactured by Radionics. It is only an
aperator key/card because it has been added in to the Readykey for Windows system as
such, and could also be added as a Personnel key, and hence be used to give access
around a building or site,

It should be noted that by using operator privileges, an operator’s view of the entire
system can be limited, and that icons and menu items described in the documentation
may nol always be visible.

Operators may also accept alarms that may occur in the system (see Alarms), again an
operators privilege will determine whether they are allowed to accept alams.

If you have more than one workstation on your system, then an operator may
aulomatically log on or accepl alarms al any workstation on the system.

Each operator can be restricted to have privileges in a limited number of divisions.

Administering Keys/Cards

Readykey for Windows has several features for making key/card administration as simple
as possible. The Personnel application allows keys to be added, changed and deleted.
Keys can be searched for by presenting them to the administration reader or CNC. By
using the Department and Work Group features (see above) the operator can quickly
give the correct access group to @ new person or visitor,

The Transaction application provides a means of viewing the movements of individuals
or groups of people over a pariod of time and/or in selected areas.

Alarms

The access control System can be set up to report a variéty of alarm conditions. All these
alarm conditions rely on the system being installed in such a way that the alarm
conditions can be detected.

Accepting Alarms

Whenever an alarm occurs 8 box will appear showing where, when and what type of
alarm has occumed. At this stage the operator has three choices:

» The alarm may be accepted provided the operator has the privilege to do so. If this s
the case then & reason is selected and the operators key/card is presented to the
administration reader; a password may also be required.

« The alarm may be queuwed. This will be necessary if there is no operator present with
the privilege of accepting alarms, When an alarm is queuved it can be accepted later
by calling up the Alarm application and accepting any outstanding alarms.

= The Info button may be used lo display a graphic if assigned to the alarm point.
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Door Alarms

For door alarms 1o be reported (except PIN Reader Duress, see below), door monitoring
must be set up using a door contact 1o determine the physical siate of the door. A further
advantage of setting up door monitoring is that if the door is opened and closed before
the lock time has expired, any remaining lock time will be automatically canceled.

Unauthorized Access

This occurs when a door is opened without a valid key/card being presented or a Request
to Exit bution being pressed.

Anti-Tamper Alarm

If a reader is removed or the cable leading from the door controller to the readen'door
contact is broken then this alarm event will occur. This alarm Is also produced If a
K20154 Alarm Event Manager is tampered,

Door Left Open

If & door is left open for more than a set time then a door left open waming will be
produced.

PIN Reader Durass

This is a special alarm produced when using Readykey K2001-P PIN readers. If a
key/card holder adds one Lo thelr PIN when using the reader, an alarm is produced
indicating to the operator that the key/card holder has opened the door under duress.

Door Controller Alarms
These alarms indicate conditions at the door controller itself,
Anti-Tamper Alarm
Produced if the door controller case is opened If a tamper swilch is being used.
Emergency Override

A special input on the door controller which will unlock all deors on a controdler in an
emergency generating this alarm report.

Zone Alarms

Up to 4 K2015A Alarm Event Managers (AEM) may be installed to any K2100 door
controller (2 on a K1100), Each AEM can monitor up to 8 points.

Alarm Activated
This event is reporied when an Zone Alarm paint is activated.
Reporting on Keyholders

Within the Personnel application there is a search facility that allows groups of parsannal

io be selected. For instance all the personnel in one department or work group could be
listed and then printed.

Reporting on Events

The Transaction application allows all events to be selected and either viewed on the
screen or sent to the printer, The operalor can select events by dale, by door, by area, by

perscn and by department. Typlcal uses of this facility might be of the kind “Whio went
into Stores during the weekend?'.

By using the Presence In Area facility, it is possible to find out which keyholders were in a
certain area during a certain time period or currently still there.
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The Attendance Report facility (available as an extra-cost fealure) provides a means of
pgeneraling a repor on keyholders® attendance times on a paricular site.

K&100 Readykey for Windows™ System Overview
74-07045-000-C 02786 Page 35 © 1885 Radionics, Inc.




Multi-Workstation Systems
Multi-Workstation Systems

One of the features of Readykey for Windows, is the ability for the system fo be
administered from several worksiations which are connected via a Local Area Network
(LAM).

One of the workstations has all the Readykey for Windows application and database files
installed. Minimum software installations are then performed on any other workstations
which are to be used for system administration.

Network Types

Readykey for Windows uses Microsoft Windows for Workgroups (or Windows 85) 1o allow
the access control system to be administered from more than one workstation.

Two types of network can be used. However they both use the same type of cable,

connectors and require a Network Interface Card (NIC) to be installed in each workstation
on the netwaork.,

i. Server-based

This invalves having a powerful PC (the 'File Server’) which is nunning a special program.
This allows connected workstations 1o share a8 common hard disk and other resources -
a.g. printers.

Using this type of network, all the Readykey for Windows dalabase and application files
are stored on the server, but Readykey for Windows cannot be administered from this
PC.

Examples of this fype of network are Novell Netware and Microsofi Windows NT
Advanced Server.

Each workstation must be running Microsoft Windows for Workgroups or Windows 85.
ii, Peer-to-Peer

This is a cheaper type of network which uses ordinary PCs, each of which run Microsaft
Windows for Workgroups, There is no dedicated 'File Server'. Instead any workstation on
the network can allow other workststions to share access to its hard disk and printers,

I this case, the Readykey for Windows database and application files are installed on
one workstation on the network, which becomes the Readykey Server. This workstation
may also be used to administer Readykey for Windows.

Windows for Workgroups 3,11 and Windows 85 are the only peer-to-peer networks
supporied.

Readykey Server

This is a term used lo describe the workstation which has the Readykey for Windows
security block connecied o it. The term should not be confused with a 'File Server on a
server-based network. On a peer-lo-peer network, the Readykey for Windows databasa
and application files will also be stored here. Ideally, this should be a high specification
machine, particularty on larger systems,

You must have a Readykey Server on your system. On a Server-based network,
this cannot be the file server itsalf.
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Additional Workstations

Up to 20 workstations in total are allowed on a File Server-based network. On a Peer-lo-
Peer network the lotal number of workstations is limited to 4. Each of these may be used
for full administration or solely for the display of alarms and other transactions thal occur
on the system. Altematively, additional door controllers may be connected 1o each
workstation setup up as an additional site (see Master).

It is impertant to remember thal any operator ks allowed 1o log in to the system at ANY
workstation.

Security Block

Your system will have a security block (dongle) connected to the parallel (printer) port on
the Readykey Server.

The Readykey for Windows system inlermogates the security block at workstation start up
and frequent Intervals to determine the type of Readykey for Windows system you have
purchased. This in turm will be used to offer you different or limited choices in certain
parts of the system.

It is important to note that in arder 1o run Readykey for Windows on any workstation, the
Readykey Server must be running Readykey for Windows. This is an important point
1o consider when you are designing your system,

Masters

If you have more than oné master on your system, then these do not all need to be
connected to the same workstation. it may be more convenient, for example if you have
a number of door controllers in an outbuilding to which there already exists a network
connection, to configure these as a separale 'sile’, and establish a master in that bullding.
The advantage is that no additional communications cabling need be installed batween
the two buildings.

However, in order for any transactions from the outbuilding to be sent 1o any worksiation
in the main building, the workstation in the cutbullding must be running Readykey for
Windows.

Administration

For any workstations which are not going to have a master installed, then it will only be
necessary to purchase and Install a PC Interface Kit for the purpose of key/card
administration.

Transaction Routing

Every transaction thal occurs on & door controdler or alarm event manager is reporied 1o
a workstation via the corresponding master. The Readykey Engine on the workstation
then wriles the transaction 1o the hard disk on the Readykey server or file server.

Each workstation continuously reads the transaction file on the Readykey server and uses
the transaction routing information to determine how to handle each new transaction.

Using this powerful facility, therefore, it is pessible to configure a system such that
transactions “appear' on different printers and screens at different times of day. For
example, you may require thal during normal working hours only "exception’ reports
{alarms, access denled, elc.) are printed and displayed at the workstation in the personnel
office, Qutside thase hours, you may want all transactions to be printed and displayed at
the worksiation in the security lodge.
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Security

Any Access Control system must be secure from anybody tampering with the access
rights of personnel or altering the system in any way without the knowledge of those
suparvising the system.

There are two main aspects of securily, one |s ensuring that only authorized changes are
made to the system, the other is that the data is not lost or cormupted.

Operators

Backing

An Operator is-a parson given the right 1o administer the system in some way. This may
be a guard (who may accept alarms only) or a supervisor who may make changes 1o the
way the system is configured. Every operator can b given their own set of privileges.
These privileges define exaclly what any given operator is allowed to do. Clearly it must
be only the most responsible operators who have the ability to alter operator privileges.

Operalors can also be restricted in which division(s) they can view or edit the database.

The operator keys/cards and passwords are Important to the security of the system and
every effort should be made to ensure their safety. Regularly changing passwords shoukd
be considered in most systemns. Remember that an operator key/card can also be used to
move around the building when given appropriate access. For this reason it is suggested
that operators keep their keys/cards with them at all times.

It is important to realize that operator keys/cards are not special Readykey keys/cards, it
is just that they have been assigned access to the Readykey for Windows database.

Remember that if you have more than one workstation on your System that any operator
can gain access to the system from any workstation. \

Up the Database

A considerable amount of time and effort is required 1o set up and maintain an access
control system. All this effort is stored in compauter files on the PC. If backup copies of the
database are not made then it can take a long time to re-create the database if the PC
fails or s damaged. Regular backups, say once a week, kept in a safe place, off-site if
possible, should avoid this type of problem.

Remember: all access decisions and alarm generations are carried out al the door
controller. The PC plays no part in unlocking or closing doors etc., it is there 1o administer
the system from a central poinl. If the PC stopped working for any reason then the access
control system would go on warking as normal, however no changes could be made 1o
the system and all alarm reports would occur at the K2100/K1100 Master controller or
CHC.

From the earlier section on PC Specification, Hard Disk Space, you will realize that the
Readykey for Windows database can become quite large, using many megabytes of disk
space.

Obviously backing up a system of this size to floppy disk would be impractical. Readykey
for Windows allows the destination for a backup to be specified - so backups can be
easily taken to a network file server, or to a tape drive for example.

The Readykey for Windows backup utility includes a compression facility, so that a
backup of the systern will take up less space than the database itself.
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System Specification

The Readykey for Windows system offers the following fealures:

Personnel

Doors

Network Masters
Workstations

Sites

Access Groups

Departments
Work Groups

Security
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10,000 personnel per division

18,000 personnel per division if upgraded K2100/K1100
controllers are used and the 18,000 personnel facility is
purchased.

750 visitors per division,

Real Time Personnel Trace.

Import/Expor facility.
Copy parsonnel between divisions,

Photo-ID module (exira-cost module, using Lordnix
ImageShare I

Database search and query.
Wiegand card code entry/conversion.
20 Extra Information fields per keyholder.

Available in different configurations of 16, 32, 64, 128, or over
10,000 (Multi-Site) doors.

Manual Lock/Unlock.
Anli-passback within a door controlier.

Any reader can be defined as an ‘Elevator Reader to provide
Elevator Control.

Maximum 20 per system.

Maximum 20 per system. Transactions displayed al each
worksiation can be restricied 1o certain divisions.

Up to 128 per division.
Forced dial up of remole sites.

*Par CNC: 1 sile - Six Wire Bus, Up o 32 door controllers
32 sites - RS-232, Up to & door controllers
g5 sites - RS-232, 1 door controller only

128 per site.
128 divisional accass groups per division.

128 per division.
128 per division.

120 operators (128 + 1 supérvisor)
- maximum of 32 operators may accepl alarms at a CNC
or door controller,

Operators may be restricted to which divisions they can edit.

Compressed backup and restore of database.
Archive of transactions to floppy.
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System Specification

Time Profiles Up to 128* per division, each with up to 3 time periods
*32 If system has any K2000-N controlers.
System Clock Synchronize to PC.
Systemn Holiday facility.

Alarm Monitoring Door Controller Alarms: Case Tamper, Emergency Overmide,

e i Door Alarms: Unauthorized Access; Cable/Reader Tamper;
PIN Reader Duress; Door Left Open Waming.
Zona Alarms: Up to 32 points per door controller.
Relay Outputs: Up to 36 programmable relay outpuls per
door controller.
Automatic alarm accept facility.
Door and alarm status display.
Stalic Alarm Graphics,
Transactions Up to 240,000 on PC Hard Disk.
Up to 10,000,000 archived.
Real Time Transaction Display
ASCII Transaction File output.
DDE Culput to third parly applications.
Transaction Routing by Type, Division and Workstation.
Reports Transaction Analysis, Presence In Area, Aflendance Report
(optional).
User Interface Microsoft Windows multi-tasking environment.

On-line Conlext-sensitive Help Facility.

K100 Readykey for Windows™ Sysfem Overview =
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Access Group

Alarm Event Manager

Alarm Graphic

Anti-Tamper

Archive

Auto Accept

Backup

Block Add

Channel
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A list of areas to which a keyholder is allowed access,
The access may be restricted to certain times by use of
& Time Profile.

A part of a building - typically a single room. One or
more doors give access {o the area.

A module which may be installed on the cable between
a reader and door controller, allowing manitoring of
gight additional points and providing aight
programmable relays.

A picture which s assigned to either a door or alarm
point. When an alarm occurs, the picture may be
displayed fo provide more information about the source
of the alarm. An example would be a sile plan, showing
the location of the door.

A means of detecting unauthorized disconnection of
cables or removal of covers from sacuriy equiprment.

Ewvery transaction thal occurs on the sysiem is written to
a file stored on the hard disk of the PC, so that
searches can be performed at a later date, Periodically,
a new file is created, The system will only retain a sel
number (usually six) of files on the hard disk, after
which, the oldest will be deleted. These old files are
called archives, and should be copied to a floppy disk
and stored in & safe place.

Every alarm that occurs in the system must be
accepled at the worksiation by means of a valid
operalor key/card or name. It is possible 1o set up the
system so that if the workstation is unattended for any
period of time any alarms received are automatically
accepted.

The Readykey for Windows system consisis of a large
database of information - doars, personnel, elc. In crder
to safeguard the information against PC failure or olher
disaster, it is recommended thal a copy (backup) of the
dafabase is taken at regular intervals, in order to
minimize disruption in the event of any problems.

If a large number of keyholders are to be entered into
the dalabase. it may be more convenient o anter all the
names, accass groups, ele. first, then to assign the
keys/cards ai a later date. The Personnel application
includes a special ‘Block Add” wtility for this purpose,

A term used 1o describe the connections on a door
controller for a single door - i.e. reader, locks and
request to exit and door contact Inputs.
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CHNC [Central Network A piece of Readykey hardware which allows Readykay

Controller) doar controllers 1o be administered from a workstation
running suitable Readykey software,
Clock Synchronize All Readykey door controllers and neétwork controllers

maintain a real time clock. This is used to time ‘stamp’
transactions as they occur, and also to determine when
time profiles begin and end. Twice a day, at midday and
midnight, these clocks are synchronized to the cloek in
the PC automatically. It is also possible to manually
perform this operation for special cases - e.g. ‘Daylight
Savings Time" adjustment.

Dataswitch An itern of equipment which allows up to four or aight
Readykey door controllers to communicate via a
common RS-232 connection.

DDE (Dynamic Data DDE is a Microsoft Windows facility that allows

Exchange) information to be transferred between different

Windows-based applications. Readykey for Windows
uses DDE in bwo ways:

I. To allow third-party applications to use the
transactions generated on & Readykey for Windows
system - @.g. building management, time and
attendance, atc.

il. A special form of DDE, NetDDE is used to allow
more than one PC to simultaneously administer a
Readykey for Windows system over a network.

Department Used for keyholder management, A large keyholder
database may be divided inlo depariments for
searching and reporting. A department may consist of
one or more workgroups.

Dial-back A term used 1o describe the process whereby a K2100
ar K1100 controller Initiates a communications session
via a pair of modems (0 a Readykey M3 CNC to report
an alarm condition which has occurred &af a remote site.

Division # division can be regarded as a collective name for a
number of sites in the 'system’, The database can be
split by using multiple divisions.

Divisional Access Group  Used on a Readykey for Windows system where there
is more than one site to allow access to be given to
keyholders on more than one site within a division,

Door Although this term is usually used to refer to a physical
door at which a Readykey reader is installed, it is useful
to remamber that somelimes each physical door may
have & reader Installed on both sides - in this case it
would be referred to as two ‘doors’ in the contesd of the

Readykey for Windows system.
Door Contact A device, usually a magnetic switch, which may be

installed on a door to monitor whether the door is open
or closed.

KB100 Readykey for Windows™ Sysfem Overview
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Door Controllar

Door Open Time

Dongle
Download

Engine

Err:-urnantr Cverride

Entry Area

Exit Out Of Hours

Fail Safa/Fail Secure
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A microprocessor based unit from which up to four
doors may be controlled. The door confroller repons to
&and is administered by the PC(s). The door controlier
makes the decision as to whether access is to be
allowed.

If a door has a means of monitoring its state (closed or
open) installed, then it is possible to configure the
system to produce a transaclion if the door Is held open
beyond a specified time. Note that the door open time
begins from the instant the lock time expires, NOT
at the time the door was initially opened.

See "Security Block'.

A means of ensuring that the database held in a door
controller is identical to that stored on the PC. This
operation is only normally performed during the
installation of a new door controller, and s normally
preceded by an initialize oparation.

A special Readykey application that runs all the time on
Readykey for Windows systems in the background. This
application handles all communications between the
other Readykey applications and the Readykey
hardware.

In the event of a fire or other emengency, it would be
usual for all doors on the system to be automatically
unlocked. Each Readykey door controller provides an
input for this purpose. In addition an emergency
override facility is available on Individual doors.

Each site is divided into a number of areas. Each area
has one or more doors that resirict access to the area.
An entry area is assigned for each door. This is the area
that a keyholder would enter by presenting their
keylcard to the Readykey reader on the secure side of
the door, and then entering the area by use of the door.

If a person has access to an area for a limited time only
{controlled by a time profile), and the door has a reader
installed on bath the inside and the outside, then it is
feasible for a keyholder lo become ‘locked’ on the
inside of an area, By selecting this option for any
channels which corespond to a reader on the secure
side of a door, then keyholders will be still able to leave
the area, but a special exceplion transaction would be
recorded,

These terms are used to describe tha two common
types of locks available.

Fail Safe locks (also somatimes called ‘Power to Lock’)
require a permanent power to keep the door locked.
This type of lock would normally be used If safely was
mast important - |.e. In the event of equipment failure
the door would become unlocked.

Fail Secure locks (also called 'Power 10 Unlock”) require
a power 1o unlock the door,
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Hexadecimal

History

Holiday

icon

Initialize

Key/Card

Key Code

Keyholder

Line Driver

Lock Time

Log in
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A numbering system thal is commonly used in PC-
based applications. The sysiem uses the digits 0 to &
and the letters A to F to count from 0 to 15 (A=10,
B=11, C=12, elc.).

A hexadecimal system Is used in Readykey for
Windows 1o store the keycodes for keyholders,

The alarm ‘History' queue lists any alarms that have
cleared and been accepted. Normally alarms only
remain in this queue for seven days, after which they
will be deleted. To search for alarms over a longer
period, the Transaction application may be usad.

This is a special override which would normally be used
to prevent doors normally automatically unlocked by a
time profile from being lefl unlocked during public
holidays.

A small picture, used in Microsoft Windows to represent
B Program.

An operation to clear all information from a door or
network controller. Usually followed by a download.

A Readykey electronic identification device containing a
unigue code, This device is held near to a Readykey
reader to allow the code o be read, the door controller
ihen decides whether to release the lock.

A term used 1o describe the unique code stored within a
Readykey electronic key. This code |s programmed by
Readykey al manufacture and cannot be changed. -

A person who carries a Readykey electronic key. Two
types of keyholder exisi:

i. Personnel - usually a tenant or full time employee.

ii. Visitor - & contractor or other person who requires
some access around the site, but for a limited number
of days only.

A piece of equipment which can be used o increase the
distance RS-232 data can be senl beyond 30 feet/15m .
Line drivers are always used in pairs, one at either end,
The cable between them is commonly four core
unscreenad. Sometimes called a Baseband Modem.

The time that a door will be unlocked following a valid
key/card being presented at a reader or a request o
exit button being pressed. Mote that this time may be
shortened if a door contact is installed and the door
opens and re-closes before the lock time expires.

An operation by which an operator gains access (o the
system, usually performed by presenting their operator
key/card to the deskiop reader or CNC, followed by
possibly typing a password.
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Log OFf

Master

Multi-Site

Operator

Passwonrd

PG interface KiH

Personnel

PIN Reader/PIN Number

Paoint

Report

Request To Exit
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Thi operatlon by which an operator ends their
Readykey for Windows administration session, Mo
further changes to the system are passible without an
operalor logging in again, Mole that logging off does not
stop Readykey for Windows operating in the
background - alarms and other transactions will still be
received and reporied.

A K2100/1100 or CHNC which will enunciate alarms
and also store transactions and updaies from and to
any slave controllers connecled 1o it.

A device which allows any device with an RE-232
interface to communicale over a telephone (PETH) line,
Modems are always used in pairs.

A system which allows more than one group of
Readykey door controllers to be adminisiered from the
same central location.

A keyholder who is allowed 1o make changes to the
Readykey for Windows database and accept alarms.

A word which must be entered by an operator when
logging in to prevent unauthorized access to the

Sysiem.

A piece of hardware which allows a keyholder {2 log on
o a Readykey for Windows system by presenting their
keyicard at a deskiop reader. Can also be used to
connect a Readykey for Windows system 1o 8 master
K2100/K 1100, without the need for a CNC.

One type of keyholder - typically a tenant or employesa
who carmies a Readykey key/card,

A PIM reader is a special type of Readykey reader
which is commaonly used where an additional level of
securily Is required. To gain access through a door, the
keyholder must present their key/card, followed by
typing their 4-digit number. The PIN number is derived
from the keyfcard code and cannot be changed.

An additional input, provided by a K2015A Alarm Event
Manager, which permits additional equipment 1o be
mionilored.

A device installed adjacent 1o a door, which reads the
stored code when a Readykey key/card is held close 1o
it by a keyholder, and transmits to the door controdler.
Emﬁﬂr also incorporates an ‘access authorized'

A printed list of information about a part or all of the
system.

A swilch, normally mounted on the secure side of the
door allows exit from the area, withoul need far a
kayicard o be presented. Operation of this switch
generates a ‘Request lo Exit’ transaction.
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Restore An operation whereby a backup of a database is copied
from a floppy disk to the hard disk of the PC. This
would normally only ba required if the Readykey for
Windows had become commupted for any reason, or if
the Readykey for Windows system was being moved to
a different PC.

This oparation should be followed by an initialize and
download, 10 ensure that the database on the PC is
identical to that in the door contrallers.

RS 232 A universal standard communlcations formal. This
formal Is used by multi-site Readykey for Windows
systems to allow remote door controllers 1o
communicate to 8 MS CNC via line drivers, modems,
ale.

Becurity Block A device which is connected to the parallel (printer) port
of a PC on the Readykey for Windows system. On a
multi-workstation system, the security block should be
connected to the Readykey server.

Single Site A collection of Readykey door controllers which are
connected together using the Readykey six wiré bus.
The maximum number of door controllers is dependent
on the Readykey for Windows system purchased.

Site A group of one or more door controllers which are in the
same physical building, and share a common
communications route 1o the master.

Six Wire Bus A Readykey communications protocol for connecting
Readykey door controllers together and to the master.
The bus uses standard 8 core 0.22mm" security cable.
The maximum distance between any two items on the
bus is 1500 feet/'S00m. Overall maximum bus length is
2000 feetMkm.

Status A special Readykey for Windows application which can
be used to find the current condition of Readykey
hardware - &.g. door controllers, doors, inputs on Alarm
Event Managers, etc.

Timeout In order to protect the securily of the PG database,
every operator who wishes to make a change to the
system mus! first log in. If the operator leaves the PC
unattended for any length of time, but still is logged in,
then the system will automatically log the operator off if
a length of time equal to the timeout passes withoul any

keyboard or mouse activity.

Time Pariod A means of defining a limited time during which access
may be controlled. Consists of a start time, end time,
and one or more days.

Time Profile A group of up to three time periods, which may be

assigned to an access group to restrict a keyholders
access to within the defined time limits, May also be
assigned to a door fo unlock the door during the defined
fime,

KE100 Readykey for Windows™ System Overview
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Any event that occurs on a Readykey for Windows
system Is called a transaction. All transactions which
originate from a door contreller are repared to the PC,
and stored on the hard disk for later analysis. In
addition, the Readykey for Windows system then
decidas the fate of each transaciion - display on screen,
prinier, generate an alarm, etc.

An unaccepled alarm is one which has not yel been
acknowledged by an operator presenting a valid
key/card.

A special kind of fransaction which ocours when a door
is opened without a valid key/card being presented 1o
the Readykey reader, or the request o axil swilch being
pressed,

An alarm event which may have been accepted by an
operator, but the condition that initially caused the
alarm is siill ouistanding. An example would be an
unauthorized access alarm which has been accepled,
but the door is still open.

Any changes that are made to the Readykey for
Windows database are automatically sent 1o all relevant
door confrollers in the form of ‘updates’. This is a small
‘packet’ of information that the door controller can
understand, and use 10 adjus! is own dalabase
accordingly. An example would be a new keyholder
being added - this would require the keycode and
access information to be sent to the door controllers,

A keyholder who Is only allowed access for a limited
number of days. The system will automatically resirict
the keyholders access to the allowed dates.

Used for keyholder management, A large keyholder
database may be divided into departments and
workgroups for searching and repoding, Each
depariment may have one or maore workgroups.

A PC that is used to administer Readykey for Windows.
All systems have one workstation. However, Readykey
for Windows may be administered from maore than one
workstation simultaneously.
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